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How Did It Get

Blurred lines between work/home
24/7 media
Web 2.0 and beyond
Bigger communities/bigger problems
Internet is in your pocket
An industry that builds first; asks 

questions later
A generation gap/Screen-agers 

So Complicated?
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The Givens:
Say things without thinking
Play practical jokes 
Take dares and bets
Have shaky self esteem 
Posture for Popularity
Need Validation
Lack of Experience and Maturity

Tech fuels these normal predilections

Teenager Don’t Change
Tools Do

http://images.google.com/imgres?imgurl=http://www.fapc.net/AY%2520Programs/AY%2520Pictures/Junior%2520High/Jr%2520High%2520Rock%2520Climbing%2520Again/Jr%2520High%2520Rock%2520Climbing%2520Again.JPG&imgrefurl=http://www.fapc.net/AY%2520Programs/JR.htm&h=600&w=800&sz=44&tbnid=V4lcP3KZvVDHfM:&tbnh=106&tbnw=142&hl=en&start=37&prev=/images%3Fq%3Djunior%2Bhigh%26start%3D20%26svnum%3D10%26hl%3Den%26lr%3D%26safe%3Doff%26sa%3DN
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What Makes Kids So
Tech Savvy?
They’re NOT!
They are risk takers
They don’t anticipate 
consequences
They don’t understand 
underlying technologies 
View encounters as “part of life” 
not scary

Parents apply real-world 
experience to web-world
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The New Mobility
is Frightening

No time delay from party to post
Egging on by peers
Constant distraction
Few tools for safety

Rules must be set
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Inappropriate Sites
Predatory Behavior (financial and 

sexual) 
Inappropriate Communications
Gaming and Social Networking
Cyberbullying

When Hormones
Meet High Speed

http://www.udel.edu/usa/chat.jpg
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1. When kids understand how the Internet works they 
are smarter.

2. Your job is to delay and moderate.

3. Every software and hardware has settings to make 
them safer.

4. Kids MUST believe that everyone can see everything 
on the web. There is no “under the radar” on the web.

5. On the Internet its easier to let everything through 
than to block things.

Five Rules
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When Trouble 
Finds Them
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Children are casualties of Internet 
Economics

Searching (Porn-napping)
Cheerleaders = cheerleader.com
Toys for girls = sex toy site
Daisy (Image)= naked girl

Typo-squatting  
Mistyping and misspellings 

Emails requests to visit a site
how they find your kids names?
spiders/crawlers/software/lists

Entrapment
links, mouse trapping 

http://www.google.com/search?q=cheerleader&sourceid=navclient-ff&ie=UTF-8&rlz=1B2GGIC_en___US203
http://img.search.yahoo.com/search/images?fr=ytff1-msgff&p=daisy&ei=UTF-8
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Block web sites: Modify lists, control words kids can type, 
and ease up on the reins.  

Limit access: Chat sites, shopping, activity or time 

Monitor activity: sites visited, blocked or not

Inventory of your children's computer.

Tools:
Filtering/Blocking 
Software
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Built into browser
Built into Search (Google)
Built into iTunes
Built into ISPS (Earthlink, AOL, MSN, Yahoo)
Available for a fee
In hardware (Xbox, Routers, TiVo)

Tools:
Can Find Tools

http://google.com/
http://itunes.com/
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Making Google Safer

Slide of google settings
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iPod Safety
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Even Phones… (for a small fee)

AT&T: call blocking, hours of use, number of 
messages, download allowance
Kajeet Phone: no fee, pay as you go, built in 
monitoring and location monitoring
Sanyo Phones – a few have parental 
controls
Verizon introducing this fall
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IM: A Simple Option



Page 16

Parenting Without
Technology

Computer in well trafficked area
Open door policy
Search history files
Be a pain!
Protect and Defend!
Share “we all make mistakes”!
Express an Interest in the Conversation
Let them know they can turn to you 
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The Profiteers
The net is age blind
No advantage to telling the truth
Online pharmacies
Phishing Sites
Poker and gambling sites
Shopping clubs
If it sounds to good to be true…

Daily Encounters
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Contests:
Join One, Join Hundreds

Screensavers, lyrics sites, gaming sites

http://adserving.cpxinteractive.com/click,AAAAAMo6AACEAAEAnWQAAAEAAAAAAP8AAP8EFgEAAgKmSgAA.pwAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAhAK0QAAAAA,,
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Chain Mail

.....i am 7 years old with black hair and red eyes. i have no nose or 
ears.... i am dead. if you do not send this 15 people in the next 5 
minutes i will appear tonight by your bed with a knife and kill you.. 
this is no joke Something good will happen to u 2nite at 9:22. This 
is not a joke some1 will either call u or will talk to u online and say 
that they love u. do not break no send bak sorry! 

Chain Mail
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Club Penguin

Adorable and Engaging
Play is free but you’ll be the 
only homeless, naked penguin
Parents can choose ultimate 
safe
Some words “hate” “ugly” 
never get through
Midnight on Sat. night



Page 21

Staying Safer on Facebook
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MySpace has similar settings
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MiniClip
Addicting Games
Sims
Runescape
Everquest

Free and pay 
Watch chat
Don’t share passwords
Stay on site (not eBay)

Other Potential Problems: Game Playing
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Red Flags
We have clues about “bad” people in cyberspace even if 
we can’t see them

ask for more information than you're comfortable giving 
out
can't keep their story straight 
initiate sexual conversation 
pressure  to send photos or meet in person 
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Try the New Site Advisors
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These are databases
The content is owned by the site and remains its property
All it takes is one dumb friend
There’s a false sense of safety and not enough regard to privacy
Regular scrutiny by Teachers, College Counselors, Marketers, 
Predators
The sites have built-in privacy features 

You might want to have access to your children’s passwords and 
accounts and determine, together, their privacy settings

What You
Should Know
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A 6 year old should have a VERY limited list

Gauge responsibility; award privilege

Use simple tools to send a message that you care

Use tech in healthy ways to establish digital rituals

Know who’s on your child’s buddy list, where they surf

Watch for signs of unhealthy behavior and REACT

It’s fine to take Internet privilege away (for a time) 

A
Graduated Approach
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The
Swimming Pool Analogy

Can protect kids from pools by 
putting up fences
Can deploy pool alarms
Can legislate laws holding pool 
owners responsible
But the best strategy is 
teaching kids to swim
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